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Control Flow Hijacking

● Memory Corruption can lead to violation of Control Flow Graph (CFG)
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...
call *fptr1
…
jmp *fptr2
...

func1:
…
ret

func2:
…
ret

malicious:
…

Forward Edges (calls, jumps)

…
call func3
… func3:

…
ret

malicious:
…

Backward Edges (return addresses)



Control Flow Integrity (CFI)

● CFI prevents control flow hijacking by enforcing CFG at runtime

● CFG is usually generated statically using Points-to Analysis

○ DSA: Data Structure Analysis

○ SVF: Static Value-Flow (interprocedural analysis)

■ Support developing different analyses (flow-, field-sensitivity)

● Constructing Sound and Precise CFGs is undecidable and impractical
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Runtime Type Checking (RTC)

● Runtime Type Checking (RTC) generates the CFG based on Type Signature

● RTC matches the type signature of each indirect control transfer with its target

● Forward edge

○ The type of function pointer and the target are checked at each control transfer

● Backward edge

○ The type of callee is checked during the function epilogue

● Implementations

○ Reuse Attack Protector (RAP), LLVM-CFI, KCFI (Kernel CFI), MCFI (Modular CFI), TypeArmor
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Reuse Attack Protector (RAP)
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Reuse Attack Protector (RAP)
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typedef  void  (*fptr) (  int     ,  long    )

    void  func1   (  int    i,  long   j)

    void  func2   (  int  m,  long  n)

hash: 5d769299 

hash: 5d769299

Return
Type

Parameters
Type

hash: 5d769299 



Reuse Attack Protector (RAP)
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Type 
Collision

 

typedef  void  (*fptr) (  int     ,  long    )

    void  func1   (  int    i,  long   j)

    void  func2   (  int  m,  long  n)

hash: 5d769299 

hash: 5d769299

Return
Type

Parameters
Type

hash: 5d769299 



Sample Vulnerable Program
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hash2
…
call linker_func()

invalid_target()

hash3
…
call final_target()

linker_func()

hash4
...
call execve()

final_target()

hash1
...
call (*fptr)

vulnerable() hash2
...

valid_target1()

hash2
...

valid_target2()
constraint



Research Questions

● Can RTC be practically bypassed using type collisions?

● Are there enough intermediate functions with satisfiable constraints in real-world 

applications?

● How prevalent are these constructs in real-world applications?
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Threat Model

● The attacker has arbitrary read and write primitives to the memory

● The application contains one strong or multiple limited memory corruption 

vulnerabilities

● DEP and ASLR are enabled

● RAP is in place
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Typed ROP (TROP)
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Typed ROP (TROP)

ngx_process_cycle.c:73:1: note: func 
rap_hash: 2858705e 
ngx_master_process_cycle
 
ngx_process_cycle.c:315:21: note: fptr 
rap_hash: 2858705e
cycle->modules[i]->exit_process(cycle)
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Typed ROP (TROP)

ngx_process_cycle.c:73:1: note: func 
rap_hash: 2858705e 
ngx_master_process_cycle
 
ngx_process_cycle.c:315:21: note: fptr 
rap_hash: 2858705e
cycle->modules[i]->exit_process(cycle)

Building 
CG, CFG
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Typed ROP (TROP)

ngx_process_cycle.c:73:1: note: func 
rap_hash: 2858705e 
ngx_master_process_cycle
 
ngx_process_cycle.c:315:21: note: fptr 
rap_hash: 2858705e
cycle->modules[i]->exit_process(cycle)

Building 
CG, CFG

Finding 
Gadgets
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Gadgets
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…
call (*fptr)
…

Linker Gadgets
(L-Gadgets)

Execution Gadget
(E-Gadgets)

Collision Gadget
(C-Gadgets)

Over Approximation

Legitimate Target

loop

Indirect call

Direct call

Ideal L-Gadget

Useless L-Gadget



Typed ROP (TROP)

ngx_process_cycle.c:73:1: note: func 
rap_hash: 2858705e 
ngx_master_process_cycle
 
ngx_process_cycle.c:315:21: note: fptr 
rap_hash: 2858705e
cycle->modules[i]->exit_process(cycle)

Building 
CG, CFG

Finding 
Gadgets

Detecting 
Candidate

Paths
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Typed ROP (TROP)

ngx_process_cycle.c:73:1: note: func 
rap_hash: 2858705e 
ngx_master_process_cycle
 
ngx_process_cycle.c:315:21: note: fptr 
rap_hash: 2858705e
cycle->modules[i]->exit_process(cycle)

Building 
CG, CFG

Finding 
Gadgets

Constraint 
Solving

Detecting 
Candidate

Paths
Exploits
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PoC Exploits (Nginx)
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PoC Exploits (Nginx)
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...
check 2858705e hash
call (*exit_process)

hash 2858705e
...

ngx_worker_process_exit

ngx_conf_flush_files()

static void
ngx_worker_process_exit(ngx_cycle_t *cycle) {
    ngx_uint_t i;
    ngx_connection_t *c;

    for (i = 0; cycle->modules[i]; i++) {
        if (cycle->modules[i]->exit_process) {
            cycle->modules[i]->exit_process(cycle);
        }
    }
    …
}



PoC Exploits (Nginx)
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...
check 2858705e hash
call (*exit_process)

hash 2858705e
...

ngx_worker_process_exit

ngx_conf_flush_files()

hash 2858705e
call ngx_reap_children()
...

ngx_master_process_cycle()

C
-G
ad
ge
t void

ngx_master_process_cycle(ngx_cycle_t * cycle) {
    …
    /* By setting this condition to true, the attacker can
     * reach to the next gadget which is ngx_reap_children()
     */
    if (ngx_reap) {
        ngx_reap = 0;
        ngx_log_debug0(NGX_LOG_DEBUG_EVENT,
                                    cycle, log, 0, "reap children");
        live = ngx_reap_children(cycle);
      …
      …
}



PoC Exploits (Nginx)
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...
check 2858705e hash
call (*exit_process)

hash 2858705e
...

ngx_worker_process_exit

ngx_conf_flush_files()

hash 2858705e
call ngx_reap_children()
...

ngx_master_process_cycle()

...
call ngx_spawn_process()
...

ngx_reap_children()

L-
G
ad
ge
ts

C
-G
ad
ge
t static ngx_uint_t

ngx_reap_children(ngx_cycle_t * cycle) {
    …
    for (i = 0; i < ngx_last_process; i++) {
        …
        if (ngx_processes[i].respawn &&
             !ngx_processes[i].exiting &&
             !ngx_terminate &&
             !ngx_quit) {
            if (ngx_spawn_process(cycle,
                 ngx_processes[i].proc,
                 ngx_processes[i].data,
                 ngx_processes[i].name, i)
                 == NGX_INVALID_PID) {
                 …



PoC Exploits (Nginx)
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...
check 2858705e hash
call (*exit_process)

hash 2858705e
...

ngx_worker_process_exit

ngx_conf_flush_files()

hash 2858705e
call ngx_reap_children()
...

ngx_master_process_cycle()

...
call ngx_spawn_process()
...

ngx_reap_children()

...
check 6e956407 hash
call (*proc)

ngx_spawn_process()

L-
G
ad
ge
ts

C
-G
ad
ge
t ngx_pid_t ngx_spawn_process(ngx_cycle_t *cycle,

        ngx_spawn_proc_pt proc, void *data, char *name,
        ngx_int_t respawn) {
    …
    switch (pid) {
        case -1:
            …
        case 0:
            ngx_pid = ngx_getpid();
            proc(cycle, data);
            …
}



PoC Exploits (Nginx)
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...
check 2858705e hash
call (*exit_process)

hash 2858705e
...

ngx_worker_process_exit

ngx_conf_flush_files()

hash 2858705e
call ngx_reap_children()
...

ngx_master_process_cycle()

...
call ngx_spawn_process()
...

ngx_reap_children()

...
check 6e956407 hash
call (*proc)

ngx_spawn_process()

hash 6e956407
...
call execve()

ngx_execute_proc()

E-Gadget

L-
G
ad
ge
ts

C
-G
ad
ge
t static void

ngx_execute_proc(ngx_cycle_t *cycle, void *data) {
    ngx_exec_ctx_t * ctx = data;

    if (execve(ctx->path, ctx->argv, ctx->envp) == -1) {
        ngx_log_error(NGX_LOG_ALERT,
                cycle -> log,
                ngx_errno,
                "execve() failed while executing %s\"%s\"",
                 ctx -> name, ctx -> path);
    }

    exit(1);
}



● Type Collisions

● Gadget Distribution

● Libc

● Type Checking vs. Points-to Analysis

● Type Diversification

● Practical Challenges

Evaluation
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Type Collisions
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Gadget Distribution
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Libc (Targets)
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Libc (Edges)
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Type Checking vs. Points-to Analysis
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Type Diversification
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void (*fptr)(int)

void valid_target2(int)

void invalid_target1(int)

void invalid_target2(int)

void valid_target1(int)



● Complicates separate compilation

Type Diversification
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void (*fptr)(int)

void valid_target2(int)

void invalid_target1(int_1)

void invalid_target2(int_1)

void valid_target1(int)



● Mismatch Types

○ void * can point to any pointer (e.g., int *)

● Support for Assembly Code

Practical Challenges
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Conclusion

● Evaluated RTC from security and practicality perspectives

● Type collisions between function pointers and E-Gadgets are rare

● TROP showed collisions with other functions in a nested fashion can be exploited

● Gadgets for mounting TROP are abundant in real-world applications

● RTC is a practical defense but not sufficient to prevent control flow hijacking

34



Questions?

Reza Mirzazade farkhani

reza699@ccs.neu.edu
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