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Web Cache Technologies
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Web Cache Behavior

Cache-Control Response Header
Cache-Control: => Response should not be stored
Cache headers be ignored by CDNs

Caching based on resource paths and extensions (e.Q., jPQ, CSS, jS)
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URL 101

scheme://user:password@host:port #fragment
=> file like structure separated by / (e.g,,
=> list of key/value separated by (e.g, )

fragment => arbitrary string (e.9., comment)
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Traditional vs Clean URL

Traditional URL

https://example.com

Clean URL

https://example.com
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Path Confusion 101

https://example.com

Browser, CDN, and Proxy think is a directory and  is afile on
the server's filesystem

Server knows is referencing file in the
directory and is a parameter to
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Path Confusion 201

among different fromework-independent web

technologies (e.g., browser, CDN, proxy, server) which results in

different URL
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Basic Path Confusion (with

example.com/account.php
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Basic Web Cache Deception
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Advanced Path Confusion

The Era of
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URL Encoding

A technique to embed special/non-ascii characters in URL

=> %0A => %3B => %23 => %3F

Browsers & Proxies & CDNs & Servers can get with
customized encoding
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Path Confusion with Encoded ?

example.com/account.php?

U

example.com/account.php%3F
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Path Confusion with Encoded \n

example.com/account.php

U

example.com/account.php%0A
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Path Confusion with Encoded ;

example.com/account.jsp;

U

example.com/account.jsp%3B

Ali & JJ

16



Path Confusion with Encoded #

example.com/account.php#

U

example.com/account.php%23
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Effectiveness of Encoding

Out of 3/ vulnerable sites, 2o were exploited by basic WCD
sites were exploited by advanced WCD techniques

Increased number of vulnerable sites by ~

Interestingly, there were sites exploited with technique
URL encoding is quite effective to CDNs and Proxies

Path confusion elicit significantly more 200 OK server response !
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Notable Observations

19



Practical Attack Scenarios

e Pll (User, Name, Email, Phone, etc))

e CSRF Tokens CSRF Protection Bypass

e OAuth State parameter OAuth Redirect URI CSRF

e Session ID/BREAR Token/APl Key  Session Hijacking

e Dynamic JavaScript file name Cross-Site Script Inclusion
(XSSI)

Ali & JJ

20



Authenticated vs. Unauthenticated Attacker

WCD require attackers to be authenticated

Increase of WCD attack

Websites with no public reqistration can be targeted
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Cache Location
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Cache Expiration

No. of vulnerable sites

Attack is still possible after
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Cache Configuration

Akamai

Cloudflare

CloudFront

Fastly

Objects with a predefined list of static file extensions only.

Objects with a predefined list of static file extensions, AND all

objects with cache control headers public or max-age > 0. ves ves

All objects. Yes Yes

All objects.

Yes

Yes

Yes
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sson Learned

Configuring web caches correctly is not trivial

CDNs are not plug & play solutions

There is a widespread lack of user awareness about WCD
WCD is generally o “ " problem

o No isolated faulty components
o Complex interactions among web technologies must take into consideration

Variations of path confusion techniques make it possible to
exploit sites that are otherwise not impacted by original attack
o Some sites were only exploitable with one specific encoding attack

Path confusion can be used in other attack vectors
Cache Poisoning, CPDoS§, ..
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https://sajjadium.github.io/files/www2018rpo_paper.pdf

hanks! Questions?
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