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DETECTING AD INJECTION

- Centralized dynamic analysis at extension distribution
noints

- Dynamic analysis can be effective, but is also prone to
the usual caveats

- Third-party content injection or modification by
extensions is quite common

- Can be difficult for browser vendors to delineate
between wanted and unwanted behavior

Users are best positioned to make this judgment

Arshad et al. OriginTracer: Web Content Provenance
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ORIGINTRACER

OriginTracer adds fine-grained content provenance
tracking to the web browser

- Provenance tracked at level of individual DOM elements

- Indicates origins contributing to content injection and
modification

- Trustworthy communication of this information to the
user

Arshad et al. OriginTracer: Web Content Provenance
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PROVENANCE LABELS

- Labels are generalizations of web origins

L={(S,I,PX)
S = {scheme} U {" extension” }
I = {host} L {extension-id }

P = {port} L) {null}
X =1{0,1,2,...}

Arshad et al. OriginTracer: Web Content Provenance
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LABEL PROPAGATION

- Static content is assigned the publisher’s label {/p}
- Dynamic content due to external scripts
- New external scripts are assigned a label {/}}
- Injected or modified content is labeled {/y, [}}
- Extension content
- Initialized with unique label as for external scripts

- But, injected or modified content labels omit the
publisher’s label ({ly, 1})

Arshad et al. OriginTracer: Web Content Provenance
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PROVENANCE INDICATORS

- Provenance must be communicated to the userin a
trustworthy way

- What is the best way to communicate provenance?

- Full provenance label sets likely to be difficult to
comprehend

- For extensions, we chose to use the extension title

- For arbitrary content, origins are easy but not ideal

Arshad et al. OriginTracer: Web Content Provenance 27



IMPLEMENTATION

- Modifications to Chromium browser

- ~900 SLoC (C++), several lines of JavaScript

- Mediates DOM APIs for node creation and modification
- Mediates node insertion through document writes

- Callbacks registered for events and timers

Arshad et al. OriginTracer: Web Content Provenance
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EVALUATION



EVALUATION QUESTIONS

(1) How susceptible are users to injected content?

(2) Do provenance indicators reduce clicks on extension-
injected content?

(3) Would users adopt a provenance tracking system?

(4) Does provenance tracking degrade browser
performance and user experience?

Arshad et al. OriginTracer: Web Content Provenance
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USER STUDY SETUP

- Study population: 80 students of varying technical
sophistication

- Participants exposed to six Chromium instances
(unmodified and modified), each with an ad-injecting
extension installed

- Auto Zoom, Alpha Finder, X-Notifier, Candy Zapper,
uTorrent, Gethoneybadger

- Participants were asked to visit three retail websites

- Amazon, Walmart, Alibaba

Arshad et al. OriginTracer: Web Content Provenance 32
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RELIABILITY

- Separate user study on 13 students of varying technical
background

- Asked participants to browse the web for several hours using
the OriginTracer prototype

- Asked users to report errors
- Type |: browser crash, page doesn't load, etc.

- Type |l: abnormal load time, page appearance not as
expected

- Out of almost 2K URLs, two Type | and 27 Type Il errors were
reported

Arshad et al. OriginTracer: Web Content Provenance
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PERFORMANCE OVERHEAD

- Configured an unmodified Chromium and OriginTracer
instance to visit the Alexa Top 1K

- Broad spectrum of static and dynamic content on
most-used websites

- Browsers configured with five benign extensions
- Average 10.5% browsing latency overhead

- No impact on browser start-up time

Arshad et al. OriginTracer: Web Content Provenance
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FUTURE WORK

- Usability of provenance indicators should be considered
an initial attempt

- Many points in the design space we did not explore
- Extending provenance for other applications

- Surfacing fine-grained provenance is potentially highly
useful

- e.g., inferring remote data flows between origins

- e.g., fine-grained policy enforcement

Arshad et al. OriginTracer: Web Content Provenance

39



CONCLUSIONS

- Some forms of questionable behavior on the web are
best judged by the user

- OriginTracer tracks web content provenance in a fine-
grained way, allowing users to make similarly fine-
grained trust decisions

- Evaluation shows that provenance tracking can be
performed in an efficient and effective way for modern
browsers and web content

Arshad et al. OriginTracer: Web Content Provenance
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THANKS! QUESTIONS?

Sajjad Arshad
<arshad@ccs.neu.edu>



mailto:arshad@ccs.neu.edu

