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DETECTING AD INJECTION
– Centralized dynamic analysis at extension distribution 

points 

– Dynamic analysis can be effective, but is also prone to 
the usual caveats 

– Third-party content injection or modification by 
extensions is quite common 

– Can be difficult for browser vendors to delineate 
between wanted and unwanted behavior 

Users are best positioned to make this judgment
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ORIGINTRACER

OriginTracer adds fine-grained content provenance 
tracking to the web browser 

– Provenance tracked at level of individual DOM elements 

– Indicates origins contributing to content injection and 
modification 

– Trustworthy communication of this information to the 
user
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PROVENANCE LABELS

– Labels are generalizations of web origins
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L = hS, I, P,Xi

S = {scheme}
[

{”extension”}

I = {host}
[

{extension-id}

P = {port}
[

{null}

X = {0, 1, 2, . . .}
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LABEL PROPAGATION

– Static content is assigned the publisher’s label {l0} 

– Dynamic content due to external scripts 

– New external scripts are assigned a label {li} 

– Injected or modified content is labeled {l0, li} 

– Extension content 

– Initialized with unique label as for external scripts 

– But, injected or modified content labels omit the 
publisher’s label ({l0, lj})
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PROVENANCE INDICATORS

– Provenance must be communicated to the user in a 
trustworthy way 

– What is the best way to communicate provenance? 

– Full provenance label sets likely to be difficult to 
comprehend 

– For extensions, we chose to use the extension title 

– For arbitrary content, origins are easy but not ideal
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IMPLEMENTATION

– Modifications to Chromium browser 

– ~900 SLoC (C++), several lines of JavaScript 

– Mediates DOM APIs for node creation and modification 

– Mediates node insertion through document writes 

– Callbacks registered for events and timers
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EVALUATION QUESTIONS

(1) How susceptible are users to injected content? 

(2) Do provenance indicators reduce clicks on extension-
injected content? 

(3) Would users adopt a provenance tracking system? 

(4) Does provenance tracking degrade browser 
performance and user experience?
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USER STUDY SETUP

– Study population: 80 students of varying technical 
sophistication 

– Participants exposed to six Chromium instances 
(unmodified and modified), each with an ad-injecting 
extension installed 

– Auto Zoom, Alpha Finder, X-Notifier, Candy Zapper, 
uTorrent, Gethoneybadger 

– Participants were asked to visit three retail websites 

– Amazon, Walmart, Alibaba
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(a) Group 1. (b) Group 2.

Fig. 4: Percentage of injected ads that are reported correctly by all the participants.

sites. For each website, we asked the participants to examine the page and tell us if they
noticed any content in the page that did not belong to the website – in other words,
whether any content did not seem to originate from the publisher. For each group, we
aggregated the responses and presented the percentage of correctly reported ad injection
incidents for each extension in Figure 4.

The results demonstrate that a significant number of Internet users often do not rec-
ognize when ad injection occurs in the wild, even when told to look for foreign content.
For example, 34 participants did not recognize any injected ads out of the three that
were added to Amazon website by Auto Zoom extension. Comparatively more users
were able to identify ads injected by Alpha Finder and X-Notifier. We suspect the rea-
son for this is because these extensions make use of pop-up advertisements that are
easier to recognize as out-of-place. However, a significant number of users neverthe-
less failed to note these pop-up ads, and even after prompting stated that they thought
these ads were part of the publisher’s content. More generally, across all websites and
extensions, many participants failed to identify any injected ads whatsoever.

We then asked each participant whether they would click on ads in general to mea-
sure the degree of trust that users put into the contents on the publisher’s page. Specifi-
cally, we asked participants to rate the likelihood of clicking on ads on a scale from one
to five, where one means that they would never click on an ad while five means that they
would definitely click on an ad. We aggregated the responses and present the results in
Figure 5a.

These results show that a significant number of users, roughly half, would click
on advertisements that might not originate from the publisher, but that were instead
injected by an extension. This demonstrates the effectiveness of ad injection as a mech-
anism for diverting revenue from publishers to extension authors. It also shows the
potential effectiveness of malicious extensions in using content modifications to expose
users to traditional malware.

Effectiveness of Content Provenance Indicators. After the first phase of the ex-
periment, we briefly explained the purpose of ORIGINTRACER and content provenance
to the participants. Then, for each participant in each group, we picked one of the three
ad-injecting extensions in which, the participant did not detect most of the injected ads
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Are users able to correctly recognize injected 
advertisements?



Are users generally willing to click on the advertisements 
presented to them?

(a) Susceptibility to ad injection. (b) Ability to identify injected ads. (c) Usability of content provenance.

Fig. 5: User study results. For each boxplot, the box represents the boundaries of the
first and third quartiles. The band within each box is the median, while the black square
is the mean. The whiskers represent 1.5 IQR boundaries, and outliers are represented as
a + symbol.

and installed it on a Chromium instance equipped with ORIGINTRACER. Then, each
participant was asked to visit one of the three retail websites by his choice and iden-
tify third-party content modifications – i.e., injected ads – with the help of provenance
indicators. The results are shown in Figure 5b, where unassisted identification is the
aggregated number of reported ad injections without any assistance in the presence of
three ad-injecting extensions across three retail websites, and assisted identification is
the number of reported injected ads with the help of content provenance indicators.
Results are normalized to [0, 1].

These results clearly imply that users are more likely to recognize the presence
of third-party content modifications using provenance indicators. To confirm statistical
significance, we performed a hypothesis test where the null hypothesis is that prove-
nance indicators do not assist in identifying third-party content modifications, while the
alternative hypothesis is that provenance indicators do assist in identifying such con-
tent. Using a paired t-test, we obtain a p-value of 4.9199× 10−7, sufficient to reject the
null hypothesis at a 1% significance level. The outliers in assisted identification are due
to the fact that our ad highlighting technique was not identifiable by a small number of
participants. We believe that using different visual highlighting techniques would make
it easier for users to identify the injected ads.

Finally, we asked each participant how likely they would be to use the content prove-
nance system in their daily web browsing. We asked participants to rate this likelihood
on a scale from one to five, where one means they would never use the system and
five means that they would always use it. The results are shown in Figure 5c, and indi-
cate that most users would be willing to use a content provenance system. The reason
behind the outliers is because a few of the participants stated that they do not need
our system since they would not click on any advertisements. However, we note that
it can be difficult to distinguish between advertisements and other legitimate content
(e.g., products in retail sites) and, consequently, users might be lured into clicking on
ad content injected by extensions.

Summary. From this user study, we draw several conclusions. First, we confirm that
in many cases users are unable to distinguish injected third-party content from publisher
content. We also show that because users place trust in publishers, they will often click
on injected ads, and thus they tend to be susceptible to ad injection. Our data shows
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Do content provenance indicators assist users in 
recognizing injected advertisements?

(a) Susceptibility to ad injection. (b) Ability to identify injected ads. (c) Usability of content provenance.
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Would users be willing to adopt a provenance tracking 
system to identify injected advertisements?

(a) Susceptibility to ad injection. (b) Ability to identify injected ads. (c) Usability of content provenance.

Fig. 5: User study results. For each boxplot, the box represents the boundaries of the
first and third quartiles. The band within each box is the median, while the black square
is the mean. The whiskers represent 1.5 IQR boundaries, and outliers are represented as
a + symbol.
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RELIABILITY
– Separate user study on 13 students of varying technical 

background 

– Asked participants to browse the web for several hours using 
the OriginTracer prototype 

– Asked users to report errors 

– Type I: browser crash, page doesn’t load, etc. 

– Type II: abnormal load time, page appearance not as 
expected 

– Out of almost 2K URLs, two Type I and 27 Type II errors were 
reported
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PERFORMANCE OVERHEAD

– Configured an unmodified Chromium and OriginTracer 
instance to visit the Alexa Top 1K 

– Broad spectrum of static and dynamic content on 
most-used websites 

– Browsers configured with five benign extensions 

– Average 10.5% browsing latency overhead 

– No impact on browser start-up time
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FUTURE WORK

– Usability of provenance indicators should be considered 
an initial attempt 

– Many points in the design space we did not explore 

– Extending provenance for other applications 

– Surfacing fine-grained provenance is potentially highly 
useful 

– e.g., inferring remote data flows between origins 

– e.g., fine-grained policy enforcement
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CONCLUSIONS

– Some forms of questionable behavior on the web are 
best judged by the user 

– OriginTracer tracks web content provenance in a fine-
grained way, allowing users to make similarly fine-
grained trust decisions 

– Evaluation shows that provenance tracking can be 
performed in an efficient and effective way for modern 
browsers and web content
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THANKS! QUESTIONS? 

Sajjad Arshad 
<arshad@ccs.neu.edu>
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